O-Saft and docker Container

f@ program execution host _

execute all in host (without docker)

o-saft +check --header some.tld
o-saft.pl +check --header some.tld =
o-saft.pl +check --header some.tld | bunt.pl —

execute o-saft.pl in docker, output to host

o-saft --docker +check --header some.tld

o-saft.pl --docker +check --header some.tld

o-saft-docke +check --header some.tld

execute o-saft.pl in docker, output to host, postprocess in host
o-saft --docker +check --header some.tid | bunt.pl

o-saft.pl --docker +check --header some.tld | bunt.pl

o-saft-docke +check --header some.tld 4| bunt.pl

execute o-saft.pl and postprocess in docker, output to host

o-saft --docker +check --header some.tld --post=bunt.pl

o-saft.pl --docker +check --header some.tld --post=
+check --header some.tld --post=

execute o-saft.pl and postprocess in docker, output in docker

o-saft-docker call "o-saft.pl +check --header some.tld | bunt.pl > file"

w*

(not recommended)




O-Saft GUI and docker Container

program execution host

execute GUI in host, o-saft.pl in host (without docker)

o-saft --gui gl w— =20

HostL:Port]|

Start  +check +ciphers +info  +quick +protocols +vulns 4@ >
0 . Saft . tC I > ‘Commands | options | Eiter | (1) +wins | (2) +cipher |
Select and configure options. All options used for any command button. o - S aft g p I

[ All commands (general)

<]

(43

SsL tool

SSL connection to target

Cipherall command

Checks and results

Output format

Customization

Tracing and debugging

ipher demo

.
+cipher done.

execute GUI in host, o-saft.pl in docker, output to host

gSate

C
Host[:Port]|
Start  scheck +cipher +info  +quick +protocols.

[~ -header [ --enabled [ -no-dns [ -nohtp [ -

o-saft.tcl --docker S s

o-saft-docker -id=owasp/o-saft status

T -no-ssiv2

# using environment ...
#  o_saft_docker_name
o saft_docker_tag

# using registry name ovasp/o-saft and tag = owasp/o-saft

# docker inage id for owasp/o-saft is 12045811386

# docker inages for owasp/o-saft ..
REPOSTTORY T e 10 CREATED sz
owasp/o-saft latest 120145811386 3 hours ago 0.7
owasp/o-saft Tatest 120745811386 3 hours ago 90.78.
# docker processes ..

CONTATNER THacE comuin CREATED STATUS
FORT HAYES

ecB3d2215e1a 751386dbd525 “/binfsh -c ‘apk u..." 3 days ago oead

euristic_ptoleny

# 0-5aft docker inage ..
<<no build variable “osaft va_build' found»>

“save " 'STDOUT _Filter Close TAB |

|4} “1d-owasp/o-saft status done (status=0).

execute GUI and o-saft.pl in docker, output (display) to host

Qsare ooee
- |
oad, @

113 Jowasp/o-saft
o-saft-docker --gui s e | =
o-saft-docker -idzovasp/o-saft status [
# using environment
# 0 sa

,_saft_docker_nas
o saft_docker_tag

o-saft --docker --gui parremn

Start  scheck +cipher +info  +quick +protocols.
[ no-htp [

[~ ~header [~ --enabled [~ -no-dns T -no-ssiv2

# using registry name ovasp/o-saft and tag = owasp/o-saft
# docker inage id for owasp/o-saft is 120745811386

# docker inages for owasp/o-saft ..
TORY TG

RepOST e 10 CREATED sz
owasp/o-saft latest 120145811386 3 hours ago 0.7
owasp/o-saft Tatest 120745811386 3 hours ago 90.78.
# docker processes ..

CONTATNER THacE comuin CREATED STATUS
FORT HAYES

ecB3d2215e1a 751386dbd525 “/binfsh -c ‘apk u..." 3 days ago oead

euristic_ptoleny

# 0-5aft docker inage ..
<eno build variable ‘osaft_ve build' found=

(“save ' 'STDOUT _Filter

|;) “id-owasp/o-saft status done (status=o).

(docker with xvfb, tcl, tk)
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